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Agenda
❖Introduction: definitions and basic concepts

❖Applications
◦ Interactive: Transaction/Graph Data Publishing

◦ Non-Interactive: Batch Queries/ Anonymized Dataset Publishing

◦ Differentially Private Data Analysis

◦ Differentially Private Deep Learning

❖Where to start?

❖Conclusion
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Privacy Preserving Data Publishing and Analysis
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Privacy Model (PM)[1]

k-anonymity
l-diversity
t-closeness
m-invariance
...



k-anonymity
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k-anonymity: every user must have at least k-1 
other users whose anonymized data are identical 
to his/hers.

assumed by the model 
designer

3-anonymity table with quasi-identifier: {Job, Sex, Age}[2]

It is hard to assume 
adversary background 
knowledge in practice



Differential Privacy
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Attacker Model [1]



Differential Privacy (2)
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Differential Privacy Definition
❖Definition ((ε, δ)-Differential Privacy [1]) A randomized mechanism M gives 
(ε, δ)-differential privacy for every set of outputs S, and for any neighbouring
datasets of D and D', if M satisfies:
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Compositions
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Privacy budget composition[1]



Global Sensitivity[1]
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Laplace Mechanism (numeric queries)

10



Exponential Mechanism (non-numeric queries)
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Example
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Medical Record [1]

f1: how many people in this table have HIV?

Mechanism: Laplace
Sensitivity: Δf1 = 1
Privacy Budget ε: 1.0
Output Generation: M(D) = f1(D) + Lap(Δf1 / ε) = f1(D) + Lap(1)

f2: what is the most common disease?

Mechanism: Exponential
Score function q: the number of people on each disease
Sensitivity: Δq = 1
Output Generation: randomly choose based on probabilities of 
outputs



Publishing Settings
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f1:How many patients have diabetes at the age of 40–79?

f2:How many patients have diabetes at the age of 40–59?

Noises: Lap(1/ε) + Lap(2/ε)

Noises: 2 * Lap(2/ε)

If the system needs to 
handle a lot of queries, 

there are too much noises



Publishing Mechanisms
❖Transformation: transforms original dataset to a new structure. The sensitivity 
of the query set will be adjusted.

❖Dataset Partitioning: divides the dataset into several parts and adds noise to 
each part separately.

❖Query Separation: add noise to small numbers of queries.
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Transaction Data Publishing (Interactive)
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Laplace[3]: adds noises to real-values queries.

Query Separation[1]: given m queries, there are O(log m log|X|) 
queries that can determine the answers of all other queries, 
where X is the domain of the queried dataset D.



Graph Data Publishing (Interactive)
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Publish graphs’ statistics while 
protecting nodes or edges

- Subgraph counts of k-star 
and triangle [1]
- The number of edges [1]



Batch Queries Publishing (Non-Interactive)
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Given m queries, how to 
minimize added noise?

10 range queries

Frequency

Laplace: add noises to frequency table or 
query results but both approaches add too 
much noises.

Partition of Dataset: breaks the 
correlationsbetween columns to reduce 
noise[1]
- decompose datasets' columns into disjoint 
groups;
- average the counts in each group;
- add Laplace noise to each group's average 
count;

- the noised count is the new count of each 
group



Anonymized Dataset Publishing (Non-Interactive)
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dataset
- Use exponential mechanism to select candidate to 
be splitted in each step.
- Group records by their attributes' taxonomy trees.
- Add noise to each count.



Differentially Private Data Analysis
❖Laplace/Exponential Framework: 
automatically adds noises to non-private 
analysis algorithms (SuLQ, PINQ)

❖Private Learning Framework: adds noise 
from Gamma distribution to the learned 
models' weights.
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Differentially Private Deep Learning
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Basic Laplace Differentially Private Deep Learning
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Too much added noises:
- objective function has high sensitivity,
- high number of training steps



Differentially Private Deep Learning 
Approaches
❖Norm clipping the objective function to reduce its sensitivity.

❖Group batches together and add noises to the group.
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Where to start?
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Conclusion & Future Work
❖Future work:

◦ Personalized Privacy

◦ Secure Multiparty Computations with Differential Privacy

◦ Differential Privacy in Genetic Data

◦ Local Differential Privacy

◦ Learning Model Publishing
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Thank you for your attention
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